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Terratform Provider for Azure Active Directory

= () HashiCorpft DA Provider

.H’ :i:t;'rraform | Registry Use Terraform Cloud for free 2 =
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Providers | hashicorp = azuread ' Version 2460 v | Latest Version . . . Y J— -
o = () manicminer/hamiltonH*APIY 51 J

) e v LTEDbhTWS

Provider Downloads All versions v

@ official  by: (@) HashiCorp

e = manicminer& AldHashiCorpFiE dD

7.0M
Manage users, groups, service principals, and applications in Azure Downloads this year &zl ﬁ
Act‘lve Plreclory using the Ml(frosoft Graph API. Th\s provider is Downloads over all time 128.0M
maintained by the Azure providers team at HashiCorp.
VERSION O PUBLISHED <> SOURCE CODE
2.46.0 11days ago © hashicorpfterraform-provider-azuread HELPFUL LINKS

Using_providers

Try_Terraform Cloud

View tutorials

Register for a workshop

Post a forum question
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https://registry.terraform.io/providers/hashicorp/azuread/latest
https://github.com/manicminer/hamilton
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m terraform init

s {K7FProvider®Module D% > > O—
Initializing provider plugins ...

\\ ~ \\ /_ = . . . . .
I\ fd\ t t‘é—'f—_rj - Finding hashicorp/azuread versions matching "2.46.0" ...

$ terraform init
Initializing the backend ...

m terraform plan

$ terraform plan
Terraform used the selected providers to generate the foll
u %ﬁén%%fﬁ@ ') Y/ —X€T§i};}% + create i :
Terraform will perform the following actions:
# azuread_user.kenchan0130 will be created
+ resource "azuread_user" "kenchan0130" {
+ about_me = (known after appl

Plan: 1 to add, 0 to change, 0 to destroy.

= terraform apply $ terraform apply

u U \/ _X O)iE.jJD\ QE)@%UI“%O)%?? A';'J'ply: 1 to add, 0 to change, 0 to destroy.
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resource "azuread_application" "google_workspace" {
display_name = "Google Workspace"
web {

redirect uris = [
"https://www.google.com/a/example.com/acs"

lifecycle {
ignore_changes = [
identifier_uris,

]

resource "azuread_application_identifier_uri
depends_on = [
azuread_service_principal.google_workspace,

]

google_wol

P LI I R | ~—ttama - D L I s I I D N

EXT) ‘/*‘//(’)l/

TG — 3 VICE%

-Ij-_
IVY—TSAX7
%

resource "azuread_service_principal" "google_workspace"
client_id = azuread_application.goc
app_role_assignment_required = true

" Saml n

preferred_single_sign_on_mode

saml_single_sign_on {
relay_state = "https://ww.google.com/a/example.com/¢

}
feature_tags {
enterprise = true
custom_single_sign_on = true
}
}
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resource "azuread_group" "bizdev_division" { resource "azuread_group" "bizdev_division" {
display_name = "BizDev Division" display_name = "BizDev Division"
mail_nickname = "bizdev-division-internal" security_enabled = true
types = ["Unified"] owners = [
mail_enabled = true azuread_user.kenchan0130.object_id,
owners = [ ]

azuread_user.kenchan@130.object_id, }

]

}
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resource "azuread_conditional_access_policy" "mfa" {
display_name = "Enforce MFA"
state = "enabled"

conditions {
client_app_types = [
"browser",
"mobileAppsAndDesktopClients”,
]

applications {
included_applications = [
"All",
]
}

users {
included users = [

X—LAKNKOg—>3v

resource

}

display_name

ip {
ip_ranges = [
"8.8.8.8/32",

}

]
trusted

"azuread_named_location

= "Google DNS"

true

ip_google_dns"

{
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Home > Enterprise applications | All applications > Terraform Sample | Provisioning >

(i Terraform Sample | Overview - X

«

Rj Got feedback?
© Overview

@ out of the box automatic provisioning to testdayo is not supported today. Ensure that testdayo
supports the SCIM standard for provisioning and request support for the application as described
here. To determine if the application supports SCIM, please contact the application developer.

Automate identity lifecycle management with Microsoft Entra

Automatically create, update, and delete accounts when users join, leave, and
move within your organization. Learn more.

[ Getstarted |

What is provisioning? Plan an application deployment.

Configure automatic provisioning.


https://learn.microsoft.com/en-us/graph/api/synchronization-synchronization-list-templates?view=graph-rest-beta
https://learn.microsoft.com/en-us/graph/api/synchronization-synchronization-list-templates?view=graph-rest-beta
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data "azuread_application_template" "marketo" { import {
display_name = "Marketo" id = "2 277U —3>dD0bject ID"
} to = azuread_application.marketo
}
import {
template_id = data.azuread_application_template.marketo id = "CZIKY—ERXTY > 2/))LDObject ID"
to = azuread_service_principal.marketo
}
use_existing = true
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m external_senders_allowed"

"= auto_subscribe _new_members"

= "hide_from_address lists

= hide_from_outlook clients"

provider "azuread" {
tenant_id
client_id

TXXXXXXXXK=XXXX=XXXX=XXXX = XXXXXXXXXXXX"
TXXXXXXXXK=XXXX=XXXX=XXXX=XXXXXXXXXXXX"

client_secret "XXXX"

}

data "azuread_group" "bizdev_division" {
display_name = "BizDev Division"

}

resource "azuread_service_principal" "marketo" {
owners = data.azuread_group.bizdev_division.members

}
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Terraform Provider for Azure Active DirectoryldAzure CLIOFREEIBEHRZ(E X 5

$ az login --allow-no-subscription --use-device-code

To sign in, use a web browser to open the page https://mic B Microsoft
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https://learn.microsoft.com/ja-jp/cli/azure/
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provider = azuread.device_auth
use_cli = false

provider "azuread" {
alias = "device_auth"
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managed_by_terraform = "Managed by Terraform"
notes = local.managed_by_terraform
description = "BizDev Division ${local.managed_by_terraform}"
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variable "service principal_id" { resource "azuread_service_principal_token_signing_certific
type = string count = var.certificate_end_dates.blue = null ? 0 : 1
description = "JEAZEEMBMITZHDOY—EX TV IIILDA T
} service_principal_id = var.service_principal_id
end_date = var.certificate_end_dates.blue
variable "certificate_end_dates" { }
type = object({
blue = optional(string) resource "azuread_service_principal_token_signing_certific
green = optional(string) count = var.certificate_end_dates.green = null ? 0 : 1
b
description = <<EOS service_principal_id = var.service_principal_id
blueXcldgreenlc (FEEEAZ DERHARDHT (RFC3339DUTCT # — end_date = var.certificate_end_dates.green
}

azuread_service_principal_token_signing_certificateVV
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1. BlueDiEFREZ HIBR T 5

blue = "2024-03-31T14:59:592"

blue
green

"2024-03-31T14:59:592"
"2026-03-31T14:59:59Z2"

green = "2026-03-31T14:59:59Z2"
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1. €) terraform-provider-azuread/internal/services/groups/group_resource.go at main - hashicorp/terraform-provider-


https://github.com/hashicorp/terraform-provider-azuread/blob/main/internal/services/groups/group_resource.go
https://github.com/hashicorp/terraform-provider-azuread/blob/main/internal/services/groups/group_resource.go
https://github.com/hashicorp/terraform-provider-azuread/blob/main/internal/services/groups/group_resource.go
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members = concat([

azuread_user.kenchan0130.object_id,

], data.azuread_group.bizdev_division.members)

s OAVR—RV KT EICstate 7 7 M) % ,
- — application
ﬁj\%ug_%) — group
L— pim

u PIMUE\&#FEL}T#&L\U \/ _Z%ﬁﬁgﬁ’) resource "terraform_data" "pim_global_admin" {

Ti{f}rﬁ@_% provisioner "local-exec" {

command = "curl .......
}

}
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https://microsoft365dsc.com/
https://www.pulumi.com/registry/packages/azuread/
https://www.pulumi.com/registry/packages/azuread/
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= Create mobileAppContentFile - Microsoft Graph

PIR—MCEWEDLES Ueh. ) microsoftgraph/powershell-intune-samples & T1a
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https://learn.microsoft.com/en-us/graph/api/intune-apps-mobileappcontentfile-create?view=graph-rest-1.0
https://learn.microsoft.com/en-us/graph/api/intune-apps-mobileappcontentfile-commit?view=graph-rest-1.0
https://github.com/microsoftgraph/powershell-intune-samples/tree/master/LOB_Application
https://github.com/microsoftgraph/powershell-intune-samples/tree/master/LOB_Application

